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ABSTRACT

In CRYPTO 2019, Gohr presents that Deep-learning can be used for cryptanalysis. In this paper, we verify whether
Deep-learning can identify the structures of S-box. To this end, we conducted two experiments. First, we use DDT and
LAT of S-boxes as the learning data, whose structure is one of mainly used S-box structures including Feistel, MISTY,
SPN, and multiplicative inverse. Surprisingly, our Deep-learning algorithms can identify not only the structures but
also the number of used rounds. The second application verifies the pseudo-randomness of and structures by increasing the
nuber of rounds in each structure. Our Deep-learning algorithms outperform the theoretical distinguisher in terms of the
number of rounds. In general, the design rationale of ciphers used for high level of confidentiality, such as for military
purposes, tends to be concealed in order to interfere cryptanalysis. The methods presented in this paper show that
Deep-learning can be utilized as a tool for analyzing such undisclosed design rationale.
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Fig. 13. Result Identification S-box Structure
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